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SANPET AHOHWUMHOCTW B CETWU WHTEPHET
KAK MEPA MPO®UNAKTUKW MOLLEHHWYECTBA

7 N

PROHIBITION OF ANONYMITY
ON THE INTERNET AS A MEASURE
TO PREVENT FRAUD

N. Semenova

Summary. This article analyzes the possibility of legislative introduction
of a ban on anonymity on the Internet, as a fraud prevention measure,
reveals the types and meaning of anonymity on the Internet. The
scientific novelty of the article lies in the fact that the author makes
an attempt to give a criminological assessment of anonymity on the
Internet, to reveal its strengths and weaknesses. The expediency of
banning anonymity on the Internet as a measure to prevent fraud is
also analyzed. To do this, the author intends to find out exactly how
anonymity is used to commit Internet fraud and how effective its ban
will be and in what cases. Comparative-analytical research method is
used in the analysis. In conclusion, it is concluded that the effectiveness
of preventing Internet fraud depends on the implementation of a
balanced policy to combat cybercrime by the state and society.

Keywords: internet-fraud, Internet fraud, internet anonymity,
information security, computer fraud.
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NI0BO aHOHVMHOCTb NMPOUCXOAUT OT Fpey. v vouio

«6e3bIMAHHOCTEY  OT  AVAVOUOS «OEe3bIMAHHDbIN»,

HensBecTHbI. Mges aHOHMMHOCTM 3aK/ovyaeTcs
B HEBO3MOXKHOCTU neHTUUUNPOBaTb CybbeKTa, ofgHaKO
AHOHMMHOCTb MOXET ObITb CBSi3aHa C MOHATUAMU KOHOW-
IeHUManbHOCTK, cBo6oAbI 1 6E30MAaCHOCTH.

Bonpoc o uenecoobpasHoOCTV 3anpera aHOHVMHOCTM
B CETU VHTEPHET, C NPABOBOW TOUKMN 3PEHMA OCTAETCA Mao
M3yyeHHbIM. 3anpeT aHOHWMHOCTY, Bbi3blBaeT MAcCOBble
CNopbl, KPUTKKY 1 Jaxe NpoTecTbl. HeKoTopble CTOPOHHU-
KM aHOHMMHOCTU B UHTEpHeTe, CNpaBeAnBO OMacakoTCcs,
UTO TaKOMW 3aMpeT 3aTPOHET KX MPaBO Ha KOHdUAeHL A b-
HOCTb MEPCOHAsbHbIX AaHHbIX, JINUYHYIO 1 KOMMEPUECKYIO
TaliHy. B 06oCHOBaHMe CBOWX AOBOAOB OHW MPUBOAAT
NOHATUE aHOHMMHOCTU Kak cnocoba 3awuTbl oT NPOTUBO-
MPaBHbIX AENCTBMI TPETbUX ML, B TOM YKC/Ie N MOLLIEH-
HVKOB.

Tak no MHeHuio Keuko K.B, ana cy6beKkToB 351eKTPOH-

HOM KOMMepUunn, aHOHMMHOCTb B CETU MHTepHET, c ogHom
CTOPOHbI ABNAETCA nNpenmyLliecTtBom, C npyr0|7| Bbi3biBaeT
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AHHOmayus. B Hactoflweil CTaTbe MPOBOAWTCA aHANM3 3aKOHOAATENIBHOTO
BBEZIeHUA 3anpeTa Ha aHOHUMHOCTb B CeTit [HTepHeT, Kak Mepbl npodunak-
TUKI MOLUEHHUYECTBA, PACKPbIBAKTCA BUAbI U CMbICT AHOHUMHOCTU B CETU
WHTepHeT. ABTOPOM NpeAnpUHATA NONbITKA aTb KPUMUHONOTUYECKYIO OLeH-
Ky aHOHUMHOCTM B ceTu VHTepHeT, packpbiTh eé cunbHble u cnabble cTopo-
Hbl, NPOAHANN3UPOBaTL LieNecoodpasHOCTb 3anpeTa aHOHUMHOCTU B CeTU
WHTEPHeT B KauecTe Mepbl N0 NpodunakTuke MoLieHHUYecTsa. [na storo
NpeAnaraeTca BbIACHUTb, KakiM 00pa3oM aHOHUMHOCTb MCMOb3yeTca AnA
COBEPLLEHNA MHTEPHET-MOLIEHHNYECTBA, HACKONbKO 3 eKTUBHbIM byzaeT eé
3anpeT U B Kakux Ciydasx. Mpu HanucaHum CTaTbi MCNOMb30BaNCA CPaBHU-
TeNbHO — aHANUTUYECKUIi METOR UCCNefoBaHMA. B 3akmioueHun fenaetcs
BbIBOA, 4TO IPGEKTUBHOCTD MpPeAynpPexAeHUs MHTEPHET-MOLIEHHUYECTBa
3aBUCUT OT NpoBedeHnA cbanaHcMpoBaHHoIA NoanTUKN 6opbObl ¢ Kubepnpe-
CTYMHOCTbIO CO CTOPOHBI TOCYAAPCTBA M 06LLeCTBa.

Kntouegbie ¢108a; IHTEPHET-MOLLEHHINYECTBO, MOLLEHHIYECTBO B ceTy WHTep-
HeT, aHOHUMHOCTb HTEPHETa, UHDOPMALINOHHAsA 6e30MaCHOCTb, KOMMbloTEp-
HO€ MOLLEHHUYECTBO.

onaceHua y4aCTHVKOB, HeCeT onpefeneHHble PUCKU. 3To,
B YaCTHOCTW, [JOCTYMHOCTb BHELUHEro MPOHUKHOBEHWS,
cnam-aTtaku, co3faHuve caToB-gy6nukatos [1, c. 58].

Hpyrvne aBTOpbl OTHOCAT @aHOHMMHOCTb B ceTu WHTep-
HeT K npobsiemaM MPaBOBOrO PerynvpoBaHus LnQpPoBbIX
TEXHOJNIOMMIA, CBA3aHHbIM C peanu3auuen npas u ceobop
rpaxkgaH. OHU yTBEpP»KAAIOT, YTO aHOHUMHOCTb MOJb30Ba-
Tess — 3TO ero KOHCTUTYLMOHHas rapaHTus, obecneumsa-
lolwan oxpaHy TaH ero NMYHON Xn3HW. MNpu 3Tom aBTOPbI
He NCKIIYaloT orpaHnyeHe aHOHMMHOCTW, KOrAa OHa 1c-
Nnonb3yeTca BO Bpef OXpPaHAEMbIM 3aKOHOM, OOLeCTBeH-
HbIM OTHOLLEHUAM [2, c. 5].

CTOPOHHMKK 3anpeTa aHOHUMHOCTU B CETU UHTEpPHET,
CUMTAIOT, UTO TeM CaMbiM, MOXHO CHMW3UTb KONMYECTBO
NPecTyrnyieHUn B BULE MOLIEHHUYECTBa B chepe KOMMbIo-
TepHON WHbopMauumn. Kak goKasaTeNnbCTBO CBOEN Tou-
KW 3peHUusi, OHW NPMBOAAT TOT aKT, UTO aHOHMMHOCTb,
3aTpygHAeT MOUCK NUL, COBEPLUMBLUNX MOLUEHHMYeCcKne
JenctBrua M cbop [foKa3aTenbCTB MO COOTBETCTBYHIOLUM
npecTynneHnam.

Cepusa: dkoHomuKa u lpaso N°4 anpenes 2022 2.
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Mpea o 3anpeTe aHOHVMHOCTU B MHTEPHETE ABMSAETCA
He HoBoW. Ee ewé B 2011 rogy nogep»kan oguH 13 BegyLmnx
MUWPOBBIX CNeLMannucToB B chepe nHGOpMaLMOHHON bes-
onacHoctn EBreHnn Kacnepckuin. OgHako B HacTosLee
Bpems Ha canTte https://www.kaspersky.ru nonb3osatenam
npepgnaratT ycyru, Mackupyowme yHukanoHbli IP-agpec
W rapaHTMpytoLLe NOJTHYI0 aHOHMMHOCTb B MHTEPHETe.

ObuienssecTHbIM ABNAeTCA aKT, UTO OCHOBHaA NpPO-
6nema NPoPUNAKTUKNA MHTEPHET-MOLWEHHNYECTBA 3aK/to-
yaeTcs B TOM, UTO CNOCOObI COBEPLUEHUA MOLLIEHHNYECTBA
MEHSAIOTCA C OFPOMHOWN CKOPOCTbIO.

MpepynpexaeHne UHTEPHET-MOLLEHHNYECTBA BO MHO-
roOM 3aBMCMT OT TOFO, HAaCKOJIbKO M3BeCTeH Cnocob ero
coBepleHuna. CerofiHA, NpaBoOXpaHUTeNN He ycrnesatoT
npoaHann3npoBaTb BCe CNOCOObI 1 MPeAnoXnTb COOTBET-
cTByIOWME Mepbl NPOPUNaKTUKK, Tem 6onee JoBeCTU 3Tn
npodunakTnyeckne Mepbl 4o LWMPOKOro Kpyra JinL, KOTo-
pble NOTEHLMANbHO MOTYT CTaTb KEPTBAMU UHTEPHET-MO-
LIEHHWKOB.

DakTuyeckn npoodMNakKTUKON MHTEPHET-MOLIEHHU-
yecTBa 3aHUMAIOTCA KakK NPaBOOXpPaHUTENbHbIE OpraHbl
N rocygapcCTBeHHble CTPYKTYpbl, Tak U meguna n IT ru-
raHTbl, Takme Kak Google, Yandex, gpyrue. Kpome ToOro,
NpPodUNaKkTUKON 3aHUMaTCA U CyObeKTbl npeanpuHn-
MaTeNIbCKOWN AeATeNbHOCTU — 3TO GaHKW, KpymnHble Kop-
nopauuu, onepaTtopbl COTOBOW CBA3U, OpraHU3auuu,
3aHUMaWmnecs paspabotkamu IT NpoAyKToB, Agpyrue
opraHuM3aumy n ¢msnyeckre nuua, Tak WM MHauye 3a-
MHTepecoBaHHble B MHOOPMaAUMOHHOIN 6Ge30MacHOCTU
B ceTu NIHTepHerT.

BO3MOXHOCTU coumanbHbIX MeTof0B NPOodUNaKTUKK
WHTEPHET-MOLLIEHHNYEeCTBa OrpaHMBalOTCA BOCMPUATMEM
cybbekTamn npodunakTnkn npodunakTnyeckom mHobop-
MaLMM N HEBO3MOXKHOCTbIO PACKPbITh U JOHECTU O K-
POKOro Kpyra nosib3oBaTesiell, He TO/IbKO BCE CXEMbl UH-
TEePHET-MOLIEHHMYECTBA, HO 1 Ja)Ke OCHOBHblE MaTTEPHbI
COUMANbHON WMHXEHeprn UCMOJb3yemMble MOLUEHHUKaMM.
B uenoBeyecKknx OTHOLWEHWA, BO3MOXHO BCE, YTO YrofHo,
BOCNpUATUE NIOfEN CNOXHO COPUEHTUPOBATbL Ha Pacnos-
HaBaHMe MOLLEHHMNYECTBa, MO3TOMY MOLIEHHUKN 6e3 oco-
60ro Tpyza HaxoAAT CBOUX XKepTB.

UTo KacaeTcs TeXHUYeCKMx crnocobosB npodunaktu-
KN WHTEPHEeT-MOLUEeHHMNYeCTBa, TO peyb MAeT O pPa3HOoo-
6pa3HbIX NPOrpPaMMHbIX METOAAX, MPV3BAHHbIX 3aLUTUTb
YCTPOMCTBA, BbixodAlwme B ceTb VIHTepHeT OT pas3fnyHo-
ro pofa atak 3noymbiwieHHMKOB. Ciofa MOXHO OTHeCTU
pasnuyHble aHTUBMPYCHble MPOrpamMmbl, CEPBMCbI TWUMA
CheckShortURL, ucnonb3yemble pna npoBepku caiTa
Ha HanunuMe BPeAOHOCHbIX nNporpamm. Hanpumep, Korga
yenoBek cobMpaeTca NepenTyn No CCbIIKe Ha CanT.

Cepusa: dkoHomuKa u llpaso N°4 anpenes 2022 2.

HecmoTpa Ha pasHoob6pasuve n BceobbeMnoWwmin xa-
pakTep NPodUNaKTMUECKMX Mep, HanpaBieHHbIX NPodu-
NAKTUKY 1 60pbby C MOLIEHHNYECTBOM B CETU UHTEPHET,
npakTMKa NOKa3blBaeT, UTO CEerofHA, 3TUX Mep y»e Hefo-
CTaTOYHO, YPOBEHb MHTEPHET-MOLUEHHMNYEeCTB 3a nocnen-
Hue ABa roga pesko Bo3poc. Kak cnegyet 13 otyeTa LleH-
TpobaHKa, BCero 3a nepuog BpeMeHu C AHBapA No MapT
2021 ropa MOLWEHHWUKK YKpanu nyTemM HecaHKLMOHUPO-
BaHHbIX NepeBOAOB y rpakaaH u KomnaHun B Poccun 2,9
MUNMApAOB pybneit, uto Ha 57% 6onblue, YeM B NMEPBOM
kBapTane 2020 roga [3].

MNpodurnaktnka MoweHHMYecTBa B cetn WHTepHer
B KPMMUHOJIOMMYECKOM acreKTe, MMeeT HeKOTopble 3aTpya-
HEHWA Bbi3BaHHble TeM, YTO MHTEPHET-MOLUEHHNYECTBO
npeAcTaBnAeTCa, Kak MOLWEHHMYECTBO C MCMOJIb30BaHU-
eM UHTepHeTa Kak rnobanbHoOn BUPTYanbHOW CeTH, a Tak-
e MOLIEeHHNYEeCTBO C UCMONb30BaHWEM NUHTEPHET-CBA3MN.
B nocnegHem cnyyae — 3TO TexHOMOrMA MNOAKIIOYEHMNA
K rnobanbHoi cetn HTepHeT. Mpun obcyxaeHnn Bonpoca
AHOHMMHOCTM B ceTu VIHTepHeT, NOHMMaHMe 3TUX HIDaHCOB
B KOHTEKCTE UHTEPHET-MOLLIEHHNYECTBA HEOOXOANMO AN
npaBunbHOW KBanubuKaumy gesHui, obpasyoLmx coctas
npecTynieHus.

loBOpA 06 aHOHMMHOCTM B CeTW, HeobXoAMMO pasrpa-
HNYMBATb @aHOHMMHOCTb B OObIAEHHOM MOHVMAaHMUK, aHO-
HUMHOCTb JaHHbIX 1 aHOHMMHOCTb B TEXHNYECKOM acrnek-
Te. DTW acneKkTbl XOTA U CBA3aHbl MexAy CoOOon, BCE xe
UMeIoTCA CyLeCTBEHHbIEe Pasfinina No COAePXKaHMIo.

YTo KacaeTcst aHOHVMHOCTY B 06bIAEHHOM MOHUMaHUNK,
peub naeT, npexne BCero, 0 BO3MOXHOCTU MCMOJib30Ba-
HWA NCEBAOHNMOB, BbIMbILLAIEHHbIX UMEH, CO3aHUsA B CO-
LManbHbIX CETAX CTPaHWUL, He coaepKalnX NINYHbIX AaH-
HbIX, TAKWX KaK UMA, bamunus, gpyron nHdbopmauuu, 8 Tom
yncne d¢otorpaduin, nosponAwLWen naeHTUPUUMpPoBaTb
noJsib3oBaTenNsA WU OMo3HaTb ero. He Bcerga Takue cTpa-
HULbI CO3[AIOTCA C LieNblo COBEPLUEHUS MOLIEHHUYECTBa.
[na MHOrMx 3TO WAHC noobuwaTtbcs 6e3 ngeHTUdrKauum,
BO3MOXHOCTb OyflyuM He OMO3HAaHHbIM, MPOCMATPUBATHL
yyXKue CTPaHWUUbl, Bblpa)kaTb CBOMW Mbicsn, 6e3 6oA3HK
ObITb, B UeM-TNOO YUUYEHHBIM, WU B MHbIX LiensaxX. 3To Tak
Ha3blBaeMble, <TEXHUYECKNE» aKKaYHTbI.

B paHHOM c/lydae aHOHMMHOCTb MOJSib30OBaTENen [o-
BOJIbHO YCJIOBHa, €C/I peyb ufeT o Ao6ponopamoUHbIX
rpaxgaHax, BeAb ANA pPerucrpaunm B coumasnbHoOl cetu,
,D,O6p0|'|0pﬂ,£l,0l4HblM nosib3oBartenam npuxoanTcAa OCTaB-
NATb Kakne-nnbo gaHHble o cebe.

Lpyroe peno, korga B couuanbHbIX CETAX U Ha TOpPro-
BbIX MJOWaAKax, Hanpumep, «ABUTO», MO BbIMbILLEHHbI-
MU MIMEHaMN CKpbiBaloTCA NpodeccroHasnibHble MOLLEH-
HUKK, KOTOpble PEFMCTPUPYIOT CTPaHKWLbI MO CUM-KapTam,
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0pOPMIIEHHBIM Ha MOACTABHBIX NNL, @ B CETb BbIXOAAT,
UCMonb3yA creumasbHble NPOrpammbl aHOHMMAM3epbl,
UTO CYLLECTBEHHO 3aTPYAHAET nx nouck. OgHako, camu co-
LuasibHble CeTu, CalTbl 3HAKOMCTB 1 TOProBble NoLagKu
[I0BOJIbHO ObICTPO pearvpyroT Ha Takue Nofo3puTenbHble
CTpaHuULUbl, 6GNOKMpPyYA UX fEeATENbHOCTD.

B maHHOM cnyyae MOXHO roBopuTb 06 OrpaHUyYeHum
UM 3anpete aHOHUMHOCTY C Lenblo NPodUNakTMKM Mo-
WEeHHNYeCKUX JEeWCTBUA, MpPW KOTOPbIX MOTepreBwne
nuua, noggeprwucb obmaHy, camu nepepatroT, NpuHag-
nexawyie VM AeHeXHble CPeAcTBa MOLEHHMKaM, Hanpu-
Mep B CYET onnaThl HECYLECTBYIOWMX TOBAPOB MW YCIYT,
Ha 61aroTBOPUTENIbHOCTb, B AONT MW Ha ApYrue Lenw.

BesonacHocTb nonb3oBaTenenl B COUMaNbHBIX CETAX,
Ha caiiTax 3HAaKOMCTB, a TakXe Ha TOProBbIX M/OLAAKaX,
B 6onbluell CTeNeHN 3aBUCUT OT BbINOMHEHNUA UMW HECTTOX-
HbIX NMPaBWJI, KacaloLWmMXCs 0OLEeHNs 1 0BpaLLeHNs C feHeX-
HbIMU cpefcTBamu. MOMHOCTBIO UCKMIOUYNTL OOMaH 1 0be-
30MacuTb KaX4oro nosib3oBaTess TakMX CaiToB, 3amnpeTvB
perncTpauuilo aHOHUMHBIX CTPaHWL, MPeACTaBfETCA Ham
ManoBepoATHbIM. lobponopsafoUHble rpaxaaHe OyayT npe-
[OCTaBNATb MAaCMOPTHble faHHble NPY perncTpaumu, npego-
CTaBNATb GUOMETPUYECKME JaHHble, @ MOLIEHHVKN HaipyT
Crnoco6bl, HaNpPUMepP, BCKPBITb YyXKMe «HaCToALME» CTPAHU-
Libl 1, KaK 3TO MPaKTUKYeTCA ceiuac, cCoBepLUaTb MPeCTynHble
gencteua yepes Hux. QopmanbHO, 3anpeT aHOHMMHOCTU
B COLMANbHbIX CETAX M Ha TOProBbIX MOLWafKaxX MOBLICUT
YypOBeHb JOBepus MOJb30BaTeNeld, B pe3ynibTaTe Yero, Mo-
LWEHHVIKN TONbKO BbIMrpaloT. B npaBoBOM nnaHe, Ha Bbille
ynomsiHyTble niatGopmbl OyAyT BO3NOXKEHbI JOMOMHUTENb-
Hble 06A3aHHOCTM MO KOHTPOJIIO 1 BbISBMIEHUIO, eLLé Ha CTa-
AUV perucTpaumy, HefobBPOCOBECTHbIX MONb3oBaTenel,
UTO HEeMWHYemMO MpuBefeT K AONOSHUTENbHBLIM 3aTpaTam,
KOTOpble CKaXkyTcs Ha OObIYHbIX MONIb30BaTENAX, B OTAENb-
HbIX ClyYasax perncTpauma MoXeT CTaTb NNATHOW WK LieHa
Ha perucTpauumio, eciv oHa bblnia NaTHOW, BO3PACTET.

Korpa peub nget 06 aHOHUMHOCTU AAHHBIX, TO UMEeTCA
BBUAY NAEHTUPUKALMA aHOHUMHBIX JaHHbIX KOHKPETHOrO
nviua B cetn MHTepHeT. HeobxoanMmo oTMETUTb, YTO B Ha-
cTosillee BpeMsA BO3MOXHOCTU uaeHTUdMKaumm JaHHbIX
dr3MYECKUX N OPULNYECKUX L B ceTu MHTepHeT BecCb-
Ma BENIKN 6€3 NPUMEHEHMNA KaKnX-Nnbo cneumdrnyeckmx
TEXHMYECKMX MeTodoB. Hanpumep, B coumanbHbiX ceTax,
MHOrMe nonb3oBaTenn JOOPOBONIbHO BbIKNAAbIBAT WH-
dopmaumio o cebe. 3gecb MOXHO FOBOPUTb 06 UMEHM,
naTe poXAeHUsa, CEMeNHOM NONOXeHUN, Homepe Tenedo-
Ha, TPAHCMOPTHbIX CPeaAcTBaXx, BKAoYaa rocygapCcTBeHHbIe
HOMepa, AaHHble reonoKaLuy n gpyryto nHbopmMauumio, Ko-
TOPYIO MOLIEHHUKN MOTYT MCMOMb30BaTb B CBOUX LeNAX.
lOpugnyeckne nuua Tak e BbIKNaAblBalOT B CETb CBOU
[aHHbIe, CNOJb3yA KOTOPbIE MOXKHO Y3HaTb OONbLUNHCTBO
UHTepecytowen nHpopmauumn. Ho Korga peyb ngert o 3a-
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WWTe NEPCOHaNbHbIX AaHHbIX, KOMMEPUYECKON TaiHbl 1an
JaHHbIX, KOTopble pu3Myeckoe M pUZNYeckoe nmuo
He xoTeno 6bl NpuAaTth ornacke, HanNpymep faHHble O Ha-
nnunn cyeToB B GaHKax M TOMy Mofo6Hble, HEO6XOAMMO
MMeTb BBUAY, YTO AJ1A COXPAHHOCTY 3TUX f@aHHbIX MPUMEHSA-
l0TCA TEXHONOTUM aHOHMMM3ALMMN AaHHbIX. AHOHUMM3aunA
ABnAeTcA cnocobom obpaboTKM AaHHbIX, B pe3ysibTaTe Ko-
TOpPOro NPoVCcXoamMT npeobpasoBaHrie MAEHTUPUKALNMOH-
HOW MHbOPMaLIMM TaKUM 06pa3om, YToObI MO MOAYYEHHBIM
JaHHbIM Henb3A 6bINo onpeaennTb UX MNPUHAANEXHOCTb
TOMY WNIN MHOMY CYO6beKTy. AHOHMMHOCTb AaHHbIX pac-
CMaTpMBaeTCcA B KayecTBe Mepbl 6€30MacHOCTN 1 AOMKHa,
HEeYKOCHUTeNbHO coboaaTbcs BCeMU CyObeKkTamu one-
pUpYyLWMMA 3TUMU AaHHbIMKU. OfHaKo, Kak MokasblBaeT
NPaKTMKa, YyTeUKN AaHHbIX MPOUCXOAAT faxe B KPYMHbIX
Kopriopauuax. lonagasa B pykn MOLIEHHWKOB, OHW WC-
MOMb3yTCA UMW B CBOMX MPECTYNHbIX Lienax. B sTon csa-
31 HeOBXOAUMO YYecTb, YTO yTeuka AaHHbIX NPONCXOAAT
BO MHOrom 6narogaps TOMy, UTO OHW HeOCTaTOYHO aHo-
HYMMW3KPOBaHbI, 1 BOOOLLE He 3aLuuLLeHbl, YaCTO OHU Xpa-
HATCA B He3awndpPOBaHHOM BUAe, MOSTOMY B onpefenéH-
HbIX YCNOBMWAX CTAaHOBATCA NErkon fobbluell MOLEHHNKOB.

Tak B deBpane 2022 roga B bypaTnun 3aBepLmnnock pac-
cnefoBaHVe YyrosloBHOro Aiena NpoTuUB 22-NeTHero XuTtens
pecny6nunku, o6BUHAEMOro B COBEPLUEHUN NPEeCTyNNeHNiA
npefycMOTPEHHbIX YacTbio 2 cTtatbh 138 YronoBHOro Ko-
fekca PO — «HapylueHue TaliHbl nepenucku, TenepoHHbIX
NeperoBOPOB M NHbIX COOOLLEHN FPaXkAaH, COBEPLUEHHOE
C UCMONb30BaHUEM CJTYEOHOIO MONOXKEHMAY, YacTbio 3
cTaTbn 272 «<HenpaBOMepHbI AOCTYMN K OXPaHAEMOW 3aKOo-
HOM KOMMbIOTEPHOM MHPOPMALMU» N YacTblo 3 cTaTblh 183
YK PO — «He3akoHHOe monyyeHue u pasrnaweHue cse-
JEeHUIN, COCTaBNALWMNX KOMMepYecKylo TanHy». o pak-
HbiM cnepacTeusA, 8 deBpans 2021 rofga MoONoAoN Yenosek
yCTpOUNICA NPOAABLIOM-KOHCYNbTaHTOM B TOPrOBYIO TOUKY
Avnepa onepaTtopa COTOBOW CBA3W. Ha cnepyownn aeHb
OH pa3MecCTW/ B HECKOJIbKUX FPynnax B NOMNyAApPHOM Mec-
ceHpxepe 06bABNEHNA O TOM, YTO UMEET JOCTYMN K KOHOU-
JleHumnanbHon nHbopmaumm aboHEHTOB 1 FrOTOB Mpeao-
CTaBUTb €€ BCEM KeNaloLlwMm 3a onpefenéHHoe AeHexHoe
BO3HarpaxgeHve. B nocnepywouwe HeCKONbKO AHeN 3510-
YMbILAEHHNK MO 3anpocaM aHOHWUMHbIX MOJfib30BaTenem
nepepnan UM cBefeHusA C feTanusaunen TenedoHHbIX 3BOH-
KOB 11 COOBLLEHNI BOCbMU KIIMEHTOB 13 Pa3HbIX PETMOHOB.
3a 310 emy 3annatunu 21 Toicauy pybnei [4].

[daHHbIN NpyMmep CBMAETENbCTBYET, O TOM, KaK OTCyT-
CTBME aHOHUMM3ALUU AaHHbIX, CNOCOOGCTBYeT coBepLue-
HUIO pa3HOOO6pa3HbiX nMpecTynneHnin. CTaHOBUTbCA oOue-
BMAHbIM, UTO €C/IN JaHHble MOMajalT K MOLUEHHMKaM,
TO UNCJIO MOLLIEHHNYECTB Hen3beXKHo pacTeT.

B uenax I'IpOd)l/IﬂaKTI/IKI/I TaKoro Bupa npectynHoCTun, He-
O6XOAVIMO BO3JIOXUTb Ha KOMMAaHNW NOBbIWWEHHYIO OTBET-

Cepusa: dkoHomuKa u lpaso N°4 anpenes 2022 2.
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CTBEHHOCTb 3a HEMpPaBWIbHOE W He3alWLeHHoe XpaHe-
HUe NepCoHaNbHbIX AAHHBIX, CTUMYNIMPYA WX, TEM CaMbiM,
NpUMeHATb bonee CcTporre Mepbl K 0TOOPY COTPYAHMKOB,
UMeloLMX JOCTYN K NepcoHanbHbiM faHHbIM. Hanpumep,
npegnarate UM NPOXOANTb MPOBEPKN Ha nonurpade npm
npuéme Ha pabory.

OpHako Hambonee NpobneMHbIM 1 CMOPHBIM acNekToOM
B 60pbbe C UHTEPHET-MOLLIEHHNYECTBOM, Ha CEFOAHAWHNIA
[eHb ABNAETCA MHMUMATMBA OrPaHUYEeHUA aHOHUMHOCTHU
B ceTn WHTepHeT, B TexHUYeckoM acnekTe. MioeHTnduka-
LUsi B UHTEPHETE WU JIOKAJIbHOW CeTr BO3MOXHa bnarofa-
pa IP-agpecam. IP o3HauaeT «/MIHTEPHET-NPOTOKON» — 3TO
Habop npasun, perynupyowmx ¢opmaT AaHHbIX, OTNpPaB-
nAemblx yepes cetb. IP cogeput nHdopmauuio o mecto-
NONOXeHNN YCTPONCTBa, obecneunsas ero JOCTYNHOCTb
ana ceasm. Mo IP-agpecam ngeHTMOULMPYIOT KOMMblOTe-
pbl, MapLpyTr3aTopbl 1 Beb-caliTbl B ceT MHTepHeT. IP-a-
Apec Ha3HayaeTcA YCTPOWCTBY WHTEPHET-MPOBaNAepOM.
Jloboe peiicTBre B ceTu, Nobon 3anpoc byaeT npuBs3aH
K 3TOMy agpecy.

OTOpOCUB TEXHNYECKME TOHKOCTM NPO TO, KaKmne OGbiBa-
toT IP -apgpeca Kak oHM paboTaloT, OTMETUM, YTO CKPbITUE
IP-agpeca pna pjobponopsagoyHoro nonb3osaTtens — 3TO
cnoco6 3aWnTUTb MNepcoHanbHble AaHHble U JINYHOCTb
B ceTu VIHTepHeT, a AnA MOLEHHMKa WaHC OCTaTbCA He3a-
MEYEHHbIM 1 6e3HaKa3aHHbIM 3a COBEPLUEHHbIE UM Mpe-
cTtynneHus. 3Han IP-agpec, 3n0yMblLUNEHHWKY, C MTOMOLLbIO
cneyuranbHbIX NPorpaMm MOTryT BeCTW COOp CTaTUCTUKU
nonb3oBaTena AnA nepefaynM TPEeTbMM NuUUaM, onpefe-
NATb ero MecTopacnosioXeHune, NoslyyaTb CBEAEHMA O Ka-
KMX-N1M60o AencTBMAX Nosib3oBaTens, B TOM Yncie KOMMNpo-
MeTUpylowmx ero. Tak, NPecTynHUK CMOXXeT NoATBEpANUTb
ublo-nnbo NUUHOCTL No IP-agpecy cuctemsl, C Lenblo, Ha-
npumep 3arpysKkun Kakoro-nnbo koHTeHTa ¢ IP-agpeca s1o-
ro nonb3oBaTena. Takve AENCTBMA COBEPLUAIOTCA YacTo
C HaMepeHueM 3arpyxatb nupatckue ¢Gunbmbl, My3blKY,
BMIEO, UTO ABNAETCA HapyLIeHMEM YC/TIOBUI NCMOJIb30Ba-
HUs ycnyramum npoBangepa. MoxeT ObiTb 3arpyeH KOH-
TEHT, CBA3AHHBIN C IKCTPEMU3MOM, TEPPOPU3MOM WU AET-
CKOI nopHorpaduen, a TakxKe KOHTEHT, CoCO6CTBYOWNIA
COBEpLUEHNIO MOLUEHHUYeCTBa, Hanpumep, obbaABneHUA
0 Npofaxax ToBapoB 1 ycnyr. Bo Bcex ciyyaax y npaBoox-
paHMTeNbHbIX OPraHOB BO3HWKAIOT CIOXHOCTY C BblsiBJe-
Huem ncnonHutenen. OTaeNbHO OTMETUM, YTO 3HaA IP-a-
Apec nonb3oBaTeNa 3/10YMbILIEHHUKA MOTYT B3/lOMaTb
YCTPOWCTBO, 3apa3nTb €ro BpeJoHOCHbIMY NporpaMmmMmamm
W NCMNOJb30BaTb B CBOMX MPECTYMHbIX Lenax.

MoLLIeHHNKN MOTYT NCMOMb30BaTb COLMANbHYIO NHXe-
Hepuio, YTobbl 0OOMAaHOM 3acCTaBWUTb MOSb30OBaTENsA pac-
KpbiTb IP-agpec. Hanpumep, oHM MoryT Hantyi cybbekTta
B Skype wnu aHanorMyHom npunoxeHum pna obmeHa
MFHOBEHHbIMU coobLeHuAMM, ucnonbaytowem IP-agpeca
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ana ceasun. ObLeHne C He3HaKOMLLAMM B STUX MPUIIOXKEHN-
AX, NpeAnonaraet, MOHMMaHME TOro, YTO OHU MOTYT BUAETb
IP-agpec. 3n0yMbILAEHHVKI MOTYT NCMOJSIb30BaTh NHCTPY-
meHT Skype Resolver, no3sonstowwuii onpegenuts IP-agpec
Mo MeHW NoJsib30BaTesNs.

OpHako Haumbonee crnopHbI MeToh NpodUNakTUKK,
npeanaraemblil B HacTosAllee BpemMa — 3TO 3anpeT one-
paTopam CBsi3U UCMOMNb30BaTh «cepblex IP-agpeca, To ecTb
nybnumyHble ceTeBble afpeca, Npeobpa3oBaHHbIE MO Tex-
Honoruu NAT (Network Address Translation). CropoHHMKHM
meToda CCbilaloTCa Ha To, uto TexHonorua NAT no3sons-
eT npecTynHukam 6e3Haka3aHHO COBepLlaTb BCE HOBble
M HOBble npecTtynieHus. Mo3Tomy BBUAY CIOXHOCTU KX
n306nMyeHna npeanaraeTcA 3akoHodaTenbHO 3anpeTuTb
onepatopam CBA3M UCMONb30BaTb NpoTokon «lpv4», a npo-
ToKoN «IPv6» NpUMeEHATb Kak ero anbtepHaTtumey. [lonaraem,
4YTO BHEJpeHMe HOBOro NMPOTOKONA MOXeT CrocobCTBO-
BaTb 60pbbe C NpecTynyieHnsMn B chepe KOMMNbIOTEPHON
UHpOpPMaLUK, MOCKONbKY MOXKHO OyaeT 6onee TOUHO Bbl-
ABUTb abOHEHTa, OCTaBMAIOWEr0 3JIEKTPOHHble cJiedbl
B ceTn NHTepHerT.

BakHO OTMeTUTb, UTO [aHHOEe MpefnoXeHne umeet
CMbIC/ B JONTOCPOYHON NepcnekTmBe, B bnukanwme 10-
15 nert, ero peanusauusa Becbma 3aTpyfHUTeNIbHA U 3KO-
HOMWYeCKN He obocHoBaHa. B HactosAwee Bpema NAT
(Network Address Translation) siBnseTca 6a3oBoi ¢yHAaa-
MEHTaJIbHON TeXHoNorMen 1 HeobxoAMMa AnAa QyHKUW-
OHMpPOBaHUA ceTn. A AnA nepexopa Ha npotokon «IPvé»
HeobxofMMa 3aMeHa anmnapaTHO-TEXHONOrMYeckomn 6asbl.
To ecTb oguH IP-agpec gonxeH cOOTBETCTBOBAaTb OQHOMY
YCTPOWCTBY, UTO Ha CErOAHALHNA AeHb TEXHONOrMYecKkn
HEBO3MOXHO BOMNOTUTb. [MONbITKM e ObICTpo ocylle-
CTBUTb J@aHHYIO MONUTKKY MOTYT NoBieyYb oOpyLIeHNio ceTu
NHTepHeT. Kpome Toro, NAT (Network Address Translation)
He ABNAETCA Kak TaKOBOW TEXHOMOruen aHOHMMM3auuu,
AHOHUMM3aL WA B fAHHOM Clyyae, ABnsAeTcA eé NnoboyHbIM
NPOAYKTOM.

K coxaneHuio, 4To aBTOPbl TaKNX NpPedsioKeHU 4acTo
He NPUBOAAT AOCTATOUYHbIX [OKA3aTeNIbCTB TOro, UTO 3anpeT
NAT (Network Address Translation) nobicut ypoBeHb 6e30-
MacHOCTU CETU U CHN3UT YPOBEHb NpecTynneHunn B chepe 06-
paLleHns oxpaHAemoi 3akoHoMm nHopmaunn. bonee Toro,
npepnaras 3anpetntb NAT (Network Address Translation),
HeOOXOAUMO CCbINaTbCA Ha WCCNEeIOBaHUS O SKOHOMUYe-
CKOW Liefiecoo6pa3HOCTY TAaKOro 3amnpeTa U NPOBECTU OLeH-
KN PUCKOB /151 6e30MacHOCTY rocyaapcTBa.

lfoBops 06 otmeHe NAT (Network Address Translation)
Heo6X0MMO NOHKMATb, YTO, BO-NEPBbIX, NPECTYMHWKN MO-
ryT UCNONb30BaTb M ApPYyrue TeXHONOrMY aHOHMMM3aLUuK,
Hanpumep VPN ToHHenb (aHrn. Virtual Private Network —
BMpPTYaNnbHaa yacTtHaa ceTb) unu MNpoekr I12P. 12P.
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Ha Hal B3rnag, AnsA BblHECEHUA NPEASIOKEHUS O 3aKO-
HopaTenbHoM 3anpeTe NAT (Network Address Translation)
HeobXo4MMO MpUBJIEUEHUE SKCNepToB B cdhepe Hesonac-
HOCTU ceTell K MCCNeaoBaHuMio JaHHOTO BOMNPOCa.

Henb3s nrHopupoBaTb TOT ¢$aKT, YTO aHOHMMHOCTb
B ceT IHTepHeT umeeT OrpomMHoe 3HauyeHue ana 6eso-
NacHOCTU NpeanpuATAN, KOMMAHWA U rOoCyQapCTBEHHbIX
CTPYKTYP, TaK Kak aHOHMMHbIE€ KaHaJsibl Heo6xoaumbl Ans
nepefaun wuHPopmauum 6GNaroHafeXHbIM Y4yacTHUKAM
npaBOOTHOLWEHUN. IMEHHO aHOHUMHOCTb B JAHHOM KOH-
TEKCTe, BbICTYMaeT rapaHToM 6e30MacHOCTV OT MpecTyn-
HbIX nocAraTenbcTB. bonblMHCTBO cepBucoB 6Gesomnac-
HOCTM Mcnonb3ylT umeHHo TexHonorun NAT (Network
Address Translation).

Ha npakTuke gna toro ytobbl OCTaTbCA He uaeHTUU-
LMPOBaHHbIMU B ceTU IHTepHeT, NCNoJib3yeTcA MHOXeCTBO
pa3Hoobpa3HbiX MeTofoB. Hanmpumep, ncnosib3oBaHue
aHOHMMal3epoB, BXO B UHTEPHET C 3apybexHbIx IP-agpe-
COB, UCNONb30BaHME CEPBEPOB, MOJYYAIOLUX MOYTOBbIE
coobLleHUs 1 NepenpaBnAlLKX UX MO afpecam, yKasaH-
HbIM OTMpaBuTenem, Tak Ha3biBaeMble peMeisiepbl, Koraa
npu nepeagpecoske, nHbopmaLma 06 oTnpaBuTene yHnu-
ToXaeTcA, ucnonb3osaHue Tor (The Onion Router — nyko-
Baa MapuwpyTtusauma) u VPN (Virtual Private Network —
BMPTYyasibHaA 4acTHaa ceTb). Micnonb3osaHne VPN ¢ Tor
obecneunBaeT MakCMMasibHY0 aHOHUMHOCTb.

Takum 06pa3om, MOXHO cAilenaTb BbiBOJ, UTO AjA Npo-
beccnoHanbHbIX MHTEPHET-MOLEHHNKOB, NPO6neMbl npe-
OA0JIEHNA AaHOHMMHOCTM B ceTu VIHTepHeT He ABnATCA
CTOMb CepbE3HbIMY, NOMIaraem, YTo CO BPeMeHeM NpecTyn-
HUKKN OYAYT TONIbKO COBEPLUEHCTBOBATLCA B YHUUTOXEHUN
cnepoB cBoel feaTenbHocTM B ceTu MHTepHeT. Moatomy,

ANA pelleHns BONpoca 0 3aKOHOAATENbHOM 3anpeTe aHo-
HUMHOCTM B ceTu WHTepHeT, Heobxofuma TlaTeNibHas
OLEHKa BCEX MOJIOXKMTESIbHBIX 1 OTPULATENIbHBIX Nocnes-
CTBUIA 3anpeTa. [NnA peleHna 3TOro BOMpoca JOJIKHbI
6bITb NpUBIIEYEHbl CMELMANUCTOB M3 pasHbix cdep pes-
TeNbHOCTW, HauuHaa ot IT 1 3akaHuMBasA KpMMUHANMCTa-
MW, KPMMUHOMOraMu 1 Ncrxosioramu. B npotneHom cnyvae
3anpeTbl Kak Mepa NpodunakTNKM MOLIEHHNYECTBA B CETY
NHTepHeT npuBeayT K OrPaHMYEHUI0 BO3MOXKHOCTEN
1 npaB fOOPOCOBECTHBIX YYAaCTHUKOB MPAaBOOTHOLIEHWN,
YTO ABNAETCA HELOMYCTUMbIM.

Yto e KacaeTca NpodUNaKTMKM WMHTEPHET-MOLUEH-
HWYeCTBa, Mosaraem, Npexae BCero, HEOHXoANMO CoBep-
LIEHCTBOBATb TEXHMUECKYID 3aliMTy, NpoBoAauTb 6onee
rny6okyto npodunakTmyeckyto paboTy cpeam HaceneHus.
OCo6eHHO CO CTOPOHbI CYOBEKTOB, MPefoCTaBAALMNX YC-
NYrn COTOBOW CETW 1N MHTEPHET, CO CTOPOHbI COLMabHbIX
ceTeil, TOproebix nyowagok. OueHb BaXKHbIM ABNAAETCA
KOHTPOJIb 3a XpaHeHneM U 06paboTKON JaHHbIX. IMEHHO
yTeuka JaHHbIX AAET HambonblMe BO3MOXHOCTU MHTEp-
HeT-MOLIEHHMKaM OCYLLEeCTBNIATL CBOU MPEeCcTynHble Hame-
peHus.

D PeKTUBHOCTD MPeaynpPexaeHns UHTepHET-MOLEeH-
HMYecTBa 3aBUCMT OT NpoBefAeHMs cOGanaHCMpPOBaHHOM
NOMUTUKM CO CTOPOHbI FOCYapCcTBa 1 0bLwecTBa B 6opbhe
C KMBepnpecTynHoCTbIo.

3akoHopaTenbHaA 3almTa UHTepecoB OM3Heca, anek-
TPOHHOW KOMMEpPLMMN, HEMUHYEMO NPUBEAET K TOMY, UYTO
6U3Hec-coobLlecTBo nonyumT Honee LWIMPOKME BO3MOX-
HOCTU MO YKPENAeHUo N Pa3BUTUIO TEXHONOMMIA 3aLLUThl
OT WHTEPHeT-MOLIeHHNYeCcTBa M APYrnx Kmbepnpectny-
NAeHNN.
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